A Lightbulb Worm?

A teardown of the Philips Hue.
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ChipWhisperer-Lite: A New Era of Hardware Security Research

Embedded security - is it an
oxymoron? Learn the truth through a
series of hands-on labs targeting

computer and electrical engineers.

Created by

Colin O'Flynn

331 backers pledged $88,535 CAD to help bring this
project to life.
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IMPORTANT NOTE

CKS F2tt2gAy3 1 af ARSA I NB 42NJ
contributed too.

If you are crediting the takeover attack, please reference the names in
0KS aft ARSazZ R2 y20 FTRR YS 6/ 2tAy
& some rooting stuff.



Taking full control of already
Installed smart lights from long
distance

Eyal Ronen
Joint work with Prof. Adi Shamir and Mr. A€ Weingarten
Weizmann Institute of Science
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/1 LTouchlinkmechanism

AAllows adding a light ¢ Touchlink:
to the network ZigBee Consumer & Protocol Actions

Cortrol your workd

1) Consumer starts with a lamp and

AEnforces a distance check om—
mechanism (1@ 20 cm) N ©

2) With the controller held close
to the lamp, consumer pushes a
button on the controller to begin
Touchlink

How can | connect multiple lamps to a Hue
dimmer switch?

Power up the lamp you want to connect. Hold the Hue gimmer switch close to the lamp (<15cm) and
press and hold the ON button until the LED an the front turns green (during this process lamp will blink
several imes)

3) The consumer can now control
the lamp with the controller at the
Did this answer your question? desired range
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Our Attack

AOur attack

ATake full control over Philips Hue lights fréarge distance

AFully autonomous attack kit
A Of the shelf ZigBee evaluation board (T cc2531 Zlight2)
A USB power bank

AWar-driving and Waiflying demonstrated

AEthical disclosure
AFull disclosure to Philips Lightning
A Currently under internal investigation
AWill allow more time before publishing the details
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ZigbeaNar-driving
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ZigBee Watlying
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