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IMPORTANT NOTE

¢ƘŜ ŦƻƭƭƻǿƛƴƎ т ǎƭƛŘŜǎ ŀǊŜ ǿƻǊƪ ǘƘŀǘ /ƻƭƛƴ hΩCƭȅƴƴ I!{ bh¢ 
contributed too.

If you are crediting the takeover attack, please reference the names in 
ǘƘŜ ǎƭƛŘŜǎΣ Řƻ ƴƻǘ ŀŘŘ ƳŜ ό/ƻƭƛƴύΦ LΩƳ ƻƴƭȅ ǘŀƭƪƛƴƎ ŀōƻǳǘ ǘƘŜ ǘŜŀǊŘƻǿƴ 
& some rooting stuff.



Taking full control of already 
installed smart lights from long 

distance

Eyal Ronen 

Joint work with Prof. Adi Shamir and Mr. Achi-Or Weingarten
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ZLL Touchlinkmechanism

ÅAllows adding a light 
to the network

ÅEnforces a distance check 
mechanism (10 ς20 cm)
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Our Attack

ÅOur attack
ÅTake full control over Philips Hue lights from large distance
ÅFully autonomous attack kit
ÅOf the shelf ZigBee evaluation board (TI cc2531 Zlight2)
ÅUSB power bank

ÅWar-driving and War-flying demonstrated

ÅEthical disclosure 
ÅFull disclosure to Philips Lightning
ÅCurrently under internal investigation
ÅWill allow more time before publishing the details
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ZigbeeWar-driving
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ZigBee War-flying
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