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About Me & This Talk
• Started ChipWhisperer project

• Power analysis, fault injection, including hardware & software.
• Variety of open-source & not tools
• Now a company supporting 6 people – with some local connection 

coming soon (Cambridge/Boston area), if you are looking for 
work please get in touch!

• Was assistant professor at Dalhousie University (now adjunct to do 
ChipWhisperer stuff full-time instead)

• Co-author of “The Hardware Hacking Handbook” alongside Jasper 
Van Woudenberg

• Published with No Starch Press (physical book Nov / 2021) 

Links to material on blog post at oflynn.com



Topics in this demo-focused talk

• Fault injection on Raspberry Pi 3 Model B+:
 Faulting RSA signing operation to recover private key
 EMFI

• RISC-V Soft Core

• ECC / FPGA Attacks



Fault Injection on 
Raspberry Pi 3 Model 
B+



Objective: DFA on RSA (from Python!)



R-Pi as Target & Platform

We’re going to run 
some Python code on a 
Raspberry Pi Model 3 
B+.



R-Pi as Target & Platform

We’re going to inject 
faults into a Raspberry 
Pi Model B 3+



R-Pi as Target & Platform

We’re going to crash a 
Raspberry Pi Model B 
3+





My Code for R-Pi

https://github.com/colinoflynn/remoticon-2021-levelup-hardware-hacking/tree/master/rpi-glitching

Running this code.



Follow Along with Co-Lab / Python
These are example faulty
outputs – if you uncomment 
this code acts as if you 
received such a faulty 
output!

See if you can get the p/q 
recovery. If so you can run 
this yourself.

WATCH ENVIRONMENT SETUP: Need specific version of pycryptodome!

The issue is fixed in any recent version.



Cheap EMFI Tooling



Initial “Safe” Version

Hackaday Remoticon 2021

https://github.com/colinoflynn/remoticon-2021-levelup-hardware-hacking/tree/master/dangerous-emfi



PicoEMP





RISC-V Soft-Core 
Attack







Example – Simple AES Attack



Rebuilding your RISC-V Core



Rebuilding your Firmware



What can you do?
• Change the code.

• Change the core parameters.

• Add custom core instructions.

• Totally open source!



FPGA ECC Attack



About ECC FPGA Attacks

You know it’s ECC because I used this figure.

k * G

If attacker knows this == very bad.



How bad is it to know this?

https://www.usenix.org/conference/usenixsecurity21/pre
sentation/roche

Steal your auth tokens.Steal your games.

https://www.bbc.com/news/
technology-12116051



High-Level Setup

https://github.com/newaetech/chipwhisperer-jupyter/blob/master/demos/CW305_ECC

https://github.com/newaetech/chipwhisperer-jupyter/blob/master/demos/CW305_ECC


Following Along

Full notebooks: 
https://github.com/newaetech/chipwhisperer-
jupyter/blob/master/demos/CW305_ECC

Detailed write-up: 
https://eprint.iacr.org/2021/1520.pdf

https://github.com/newaetech/chipwhisperer-jupyter/blob/master/demos/CW305_ECC
https://eprint.iacr.org/2021/1520.pdf


More Stuff
Follow me on Twitter:                        Send me an e-mail:

@colinoflynn                                  coflynn@newae.com

Occasional blog posts:
www.oflynn.com

Updates on new tools & tutorials:
www.newae.com (subscribe to newsletter)
www.chipwhisperer.com
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