Adventures of my Oven

(Pinocchio) & ChipWhisperer

Colin O’Flynn
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Nova Scotia

This Halifax-area man's oven caught fire while
making turkey dinner

f ¥ = & in

Technician determined the stove's relay switch malfunctioned on 5-year-old range

Company embroiled in lawsuit

Samsung is the subject of a class action lawsuit filed in December 2020 in New Jersey pertaining
to 87 Samsung stoves, including Parsons's model.

The lawsuit alleges that a defect in the oven temperature sensor causes failures in the
range's control boards.

"When the control boards fail, the [range's] oven and burner temperatures deviate from the
user-selected temperature settings," the document said.

77 comments @

Rodney Parsons's Thanksgiving dinner turned into disasmﬁ%ﬁl"l@l%‘?ﬁ%%ﬁjg‘J%'Pf‘e”@@@%‘?‘?’resented by Colin O'Flynn.
their range stove was on fire. ’
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1.3 Block Diagram

g DVCC [3]
Do S10./UART 900/L1_CPU DVss 2]
SCLKD/CTS0 (5100) - :
D4 [ l-l|gi'l1 gpoedle—t— Xi
@ S10.7UART YA W A oscillator—> X2
SCLKI;"m (S101) YAC B o
Tz sto/uART | | oE Db | E S spppd i
SOLK2/CT52 s102) YHL H|L
e TLCS 900/'.1 CPU 7 e IX RESET
WODE ANO
$DAD Xy Y n
(SBID) CONTROLLER i
« 8K RAM / 128 K flash seLo — 1 1z ME
SDAT ¥SP SP
. (SBI1)
* Bootloader in ROM B 2bit SR
- SR F
Bbit TIMER
TAOIN
* External xtal (no PLL) (TURAD) " | DATA BUS Je—~> D0 to D15
TATOUT Sb('{im%iﬂ ADRESS BUS AO to A23
* Obsolete... — e e
I —|
g WATCH-DOG. T IMER Stroller W
TASIUT Bl LINER (4-Bl ocks) W, IR R
it TINER Clock Timer
1
T (THRAD) boRT Port
T Sb(iTtHRTJSH)ER I nput /Output
Bui It=in-RAM
TabiNo 16bit OKB RAN 10-81T I
o Jﬂ'n‘sg) 16CH AVSS, AVCE
rsnn:n AD e
T81 NI TBbit CONVERTER
TB10UT0 THER
TB10UT1 (TMRET) Built-in ROM
e <1 o
a o I I Al Al
(1) High-speed 16-bit CPU (900/L.1 CPU) TBZ0UT0 cre2) Flssh ROM 128KByte
e Instruction mnemonics are upward-compatible with TLCS-90/900 TBIO 16bit
TIMER
: : TB30UTO
e (General-purpose registers and register banks TB30UTH (TMRB2)
. TB4INO . ,
e 16 Mbytes of linear address space TB4INI TR RN Correctien
oo s EE < ing : ; N : Lyt (THRE4) (6-Banks)
e  16-bit multiplication and division instructions: bit transfer and arithmetic instructions
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Figure 1-3 Block Diagram



Bootloader

14.4.6 Data Transfer Formats

Table 14-7 to Table 14-12 show the operation command data and the data transfer format for each operation
mode.

Table 14-7 Operation Command Data

Operation Command Data Operation Mode
10H RAM Transfer
20H Flash Memory SUM
30H Product Information Read
40H Flash Memory Chip Erase
60H Flash Memory Protect Set




Table 14-8 Transfer Format of Single Boot Program [RAM Transfer]

Transfer Data

20th hvia

DAM ctaramms aotart adAdvracses D0 44 ‘1R#4

Transfer Byte Transfer Data
_ Baud Rate .
Number from Controller to Device from Device to Controller
Baud rate setting Desired
BOOT ROM 1st byt -
sthyie UART 86H baud rate’
ACK response to baud rate setting
Normal (baud rate OK)
2nd byte - >UART 86H
(If the desired baud rate cannot be set,
operation is terminated.)
3rd byte Operation command data (10H) -
ACK-response to operation command®?
Normal 10H
4th byte - Error x1H
Protection applied‘“E3 Xx6H
Communications error x8H
5th byte PASSWORD data (12 bytes)
to -
16th byte (0O2FEF4H to 02FEFFH)
17th byte CHECKSUM value for 5th to 16th bytes -
ACK response to CHECKSUM value#2
18th byte ) Normal 10H
Error 11H
Communications error 18H
19th byte RAM storage start address 34 tg 24 %4 -




Table 14-12 Transfer Format of Single Boot Program [Flash Memory Protect Set]

Transfer Byte Transfer Data Baud Rate Transfer Data
Number from Controller to Device from Device to Controller
BOOT ROM 1st bvte Baud rate setting Desired
g UART 86H | baud rate’
ACK response to baud rate setting
Normal (baud rate OK)
2nd byte - >UART 86H
(If the desired baud rate cannot be set,
operation is terminated.)
3rd byte Operation command data (60H) -
ACK-response to operation command®?
4th byte ) Normal 60H
Error x1H
Communications x8H
5th byte Password data (12 bytes)
to -
16th byte (02FEF4H to 02FEFFH)
17th byte CHECKSUM value for 5th to 16th bytes -
ACK response to checksum value®2
18th byte ) Normal 60H
Error 61H
Communications 68H

ALY ramnmAana~ tn Dratant CAat namarmaanAd




Important Take-Aways (for next part)

1. Bootloader has no read-back command, only RAM program. Need
to build/find 2"d stage bootloader.

2. Bootloader has TWO security protections that can be enabled:

1. “Protection Flag” = Disables second-stage capability (leaves “erase”
enabled). Disables RAM functionality, so ho chance to read-back flash.

2. 12-byte Password that can be set in Flash. Password locks RAM
functionality but does not disable it.
3. Bootloader has a function that only needs password (even if
protection is set).



Programmer / Disassembler / Simulator?

L=

#

g we

Toshiba BMSKTOPAS?1FY42(A) kit for flash
microcontroller TOPAS 200/L1

# Last item available

Condition: New - Open box
“New item in Good Condition”

Quantity: { 1 Last One / 1sold

Price: US $280.00

Add to cart

Buy another

% Haveonetosell? Sell now
Best Offer:

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn.
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ven revd - TOSHIBA Integrated Development Enyironment

File Edit “iew Project Build Debug Tool Window Help

D@ Wb ER| o o |EE

~Ime s (BRI

IDebug VI{E e *8 |

FETOECEEH P

B IEE T IS

B4 Mixed Mode

Start Address ;| Oxffales

PUSHL  RIZ

PUSHL  KI¥

PUSHL  KIX

PUSHL  RHL

PUSHL  XDE

PUSHL  XBC

PUSHL WA

CALL  @x6FF3CE1

POPL WA

POPL  XBG

POPL  RDE

POPL  RHL

POPL  RIX

POPL  RI¥

POPL  XIZ

RETI

NOP

RETI

oI

LDB (0x300) , 0x60

LB (0x301), 0x0B1

LoL XSP, Br2FFF

LoL XDE, 8x1000

LoL XBC, 622000

Low I%,BC

SRLL  8x1,XBC

JR Z,8xBFF4238

[N} XHI _XDF

Haddessi): [wiimoo <] A R[A w (AP (W de X = @ [current
7/[6xFFFFOO: 0OFFHTFS OOFFNIFG .A...A.. « |7|[exveressse:  tow  WL,Ix dc 8b T/[fwa :oxoeesebc

OxFFFFO8:BOFFAIFE BOFFATFG | ||{sxveresss1:  Low (0x12A8), HL £2 a8 12 80 53 XBC  :0x08000210
OxFFFF10:00FF41FG DOFF41FG 0x0BFe8BG6:  bit B, (Bx1264) £1 Ba 12 c8 WDE  :0x8000e70
OxFFFF18:BOFFAIFG BBFFATFO 0x06fe8Baa:  [Jr 2, 6xfe88bo | XHL  :0x0000801
GxFFFF20: BOFFLIFG BBFFUTFR 0x08fesB6c:  adaw  hl, 11 db c& ob 88 KIX  :0x8880615
UxFFFF28:00FFH062 DOFFH1FG 0xBBFE8870:  jr Bxfeasha 68 3e XIY  :0x8300810
BxFFFF30: BBFFAIFG BBFFATFG 0x0BFe8E72Z: 777 X1z :0x8000800
OxFFFF38: BOFFHIFE DOFFHIFO XSP  :0x0000010
BxFFFFU0: BOFFHIFE BOFFATFG INTNEST:  6xe7@
GxFFFFL:BOFFLIFG BBFFITFO SR : axfam
OxFFFF50: BOFFHIFG BBFFHTFO Pe :8x00FFe Bl
BxFFFFS:BOFFAIFG BBFFATFG svsn Bx
OxFFFFE0: BOFFHOFS DOFFHFO 1FF - : 0x
OxFFFF68:BOFFAIFG BOFFATFG WX ox
OxFFFF70: BOFFHIFG BOFFHIZY . RFP : 0x
OxFFFF78:BOFFAIZL BBFFATFO SF : ox
% FFFFRO: BOFFUIFG BBFFUTFG 2F : Bx
OxFFFFBS: BOFFHIFG BBFFHTFO HF : ox
OxFFFFO0: BOFFAIFE BOFFATFG uF : ox
OxFFFFO8: BOFFHIFE BOFFHIFO NF : 0x
BxFFFFaB: BOFFH1FG BOFFATFG cF : ox
GxFFFFaB:AOFFATEd ADFFHIOR .
OxFFFFDO: BOFFAFHE 0OFFe 008
BxFFFFDA:BBFFAIFG BBFFATFG
OxFFFFCO: BOFFAIFG BBFFHFO
OxFFFFCE:BOFFAIFG BOFFATFG
GxFFFFOB: BBFFLIFG BBFFITFG =
OxFEFFA8: BOFFUIFG DOFFUTFG ] RECON Montreal |2/lunei9;=D

I-182-8188:Conne «
I-182-8480:Restc
I-181-8DAA:Anali
I-181-1880:Down]
I-161-14080:0bjec
I-117-8183 :STHHE
I-117-8183 :SIMHE
I-117-8183 : STHMHE
I-117-8183 : SIMHE
I-117-8183 : STMHE
I-117-8183 :STHHE
I-117-8183 : SIMHE
I-117-8183 : STHHE
I-117-8183 : SIMHE
I-117-8183 : STHMHE
E-185-6480:Cannc
E-185-6408:Cannc
E-185-6488:Cannc
E-185-6588:Cannc
E-185-64808:Cannc
E-185-6480:Cannc
E-185-6408:Cannc
E-185-6480:Cannc

Ready

| Pdese nteEiJ
—tEl

Stop

Windows XP?

Mirrored

Here

https://github.com/
colinoflynn/Toshiba-
TLCS-900-L-
Resources

by Colin O'Flynn. 14


https://github.com/colinoflynn/Toshiba-TLCS-900-L-Resources
https://github.com/colinoflynn/Toshiba-TLCS-900-L-Resources
https://github.com/colinoflynn/Toshiba-TLCS-900-L-Resources
https://github.com/colinoflynn/Toshiba-TLCS-900-L-Resources

Can you Read Back Bootloader?

It ToshLoad ¥1.26¢

File Project Edit Wiew Target ©Options Window Help

B C:\Documents and Settings\Administrator\My Documents\loader tmp91fy42. hex
{HE®> Data C(ASCII>

Segger “ToshLoad” can read-
back bootloader (ROM)
section!

Target ISEttingsI Cammunicationl Passwurdl

' Watch for how ROM remaps
when in bootloader (single
o] _ boot) mode.

(I made a Python version of this
program so you don’t need
Windows XP)

2023. Presented by Colin O'Flynn.
Ready |Conmected  [TargetCRC:—- MU TMPOIFY42_BOOT [COM3, 38400Baud -

15



FUNCTION
00fff2a2
O0fff2ce
00£££2d0
00£££2d3
00£££2d5
00£££2d7
00fff2da
00fff2df
00fff2e2
00fff2e5
00fff2e8
00fff2ea
00fff2ec
00fff2ee

O0fff2f1
O0Offf2f4

START:

CALR

DJNZB

LDB
LDW
LDL
LDB
LDB
CALR
CPB

LDB
DJINZW
CALR

Receive & Verify Password

OxOFFF5EF <-- RX

NZ,0xOFFF2D5

C,0x0FFF2C9

OxOFFF2D7

L,0x1 <-- L is flag, if set to 1 comparison failed
BC,0x0C <-- 12 bytes to compare

XIX, (0OxOFFFO0C) <-- Points to 0004FEF4 (PW)
RH1,0x0

W, (XIX+) <--Load byte into W, inc XIX ptr (loop)
OxOFFF635 <--- RX assumed
W,A <--Compare W & A

Z ,0x0FFF2EE <-- Compare OK,
L,0x1 <--Set 'fail' flag
BC,0x0FFF2E2 <--Jump to next byte (12 times)
OxOFFF67B <-- checksum

skip fail set



FUNCTION START: RAM WRITE FUNCTION

OOf£f£f2f5 CALR OxOFFF75F <-- Load protection status

O0f£f£2£f8 CPB A,0xOFF <-- Compare protection status

00f£ff2fb JR NZ ,0x0FFF290 <-- Send error if protection enabled

00f£f£f2fd CALR OxOFFF2A2 <-- PW Check
O0£f££300 CPB RE1,0x0

00£f££303 JR NZ, OxOFFF28A

O0£f££305 CPB RL1,0x0

O0f££308 JR NZ,O0x0OFFF29C <-- Error
00f£f£30a CPB L,0x0

O0f££30c JR NZ,O0x0OFFF29C <-- Error
00ff£f30e CALR OxOFFF5EF <- TX
0O0f£f£311 LDB RH1,0x0

00£f££314 CALR OxOFFF635 <--

O0Of£f£317 LDB QIXH,A

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn.
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Important Take-Aways (for next stage)

1. Password check has slight code-flow dependency.

2. Fuse byte check has obvious fault injection location.



Select difficulty:

—m—M—Mm™mmmmm—mm— ™ m™m

Lasy

S ——————

Medium

—_—

Hard

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn. 19



ChipWhisperer-Husky Intro
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Power Analysis?

[ (7.3728 x 4)

~ : - - - — - P — - - -

‘--

~ ™ - —_— ~ -~ ~ - — m em amm = = o
\ f

Rshunt VEC ( : I - -

—_— B | N

— ) { lr ADC )
Controller ( ‘
CLK 4
1 GND& (L | PLL

| ‘ ( 7-3728 MHz L | 29.4912 MHz

( (



Easy-Mode Level 1: Password Power Analysis

Power Measurement for 4 Password Guesses

0.2 A n
o 014 M
[ =
(O]
e
&) f
= U |
8 0.0 7 ¥ )
(O]
s |
o
2
£ -0.1
— 0x70 (p)
_0.2- 0x71 (q)
0x72 (r)
— 0x73 (s)
0 20 40 60 80 100 120 140

ock Cycle (g 16 MH
RECON I\/Iontreal June 9, 20 Presented by Colin O'Flynn. 22



Difference from Mean

Difference Between Guessed Power Trace & Mean

X X  Guessed Byte
13.4 - - == Mean
' - == 4xstd+mean
13.2 1
13.0 H
12.8 -
7 -3t
X >< X X
] & x X X
f@’?ﬁ 2 %*? ‘ %&"
12.2 - ><
0 50 100 150 200 250

recByte vValue (Range 0xQ0.£0,0xFFdFiynn.
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Fault Injection?

FUNCTION START RAM WRITE FUNCTION _
OOfff2f5 CALR OxO0OFFF75F <-- Load protectlon status

00ff£2f8 CPB A, 0xOFF <-- Compare protectlon status , -
00fff2fb JR NZ,0x0FFF290 <-- Send error 1f protectlon enabled
" 00fff2fd CALR  Ox0OFFF2A2 <-- PW Check |

6E AF FF CEBz BxEREPR2

Fetch Decode Execute

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn. 24



Fault Injection?
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Clock Fault Injection

— .offset
| — -
I——l»v-""-—w _rﬂ-—‘_}-—f‘i_—a-d-__. - lom ._.L_J,_ — .
K- —. ext_offset— I ">‘ Je—.width

Trigger event




Easy-Mode Level 2: Fault Injection Tuning

Table 14-9 Transfer Format of Single Boot Program [Flash Memory SUM]

Transfer Byte Transfer Data Baud Rate Transfer Data
Number from Controller to Device from Device to Controller
Baud rate setting Desired
BOOT ROM 1st byte UART 86H baud rate?’ -
ACK response to baud rate setting
Normal (baud-rate OK)
2nd byte - >UART 86H
(If the desired baud rate cannot be set,
operation is'terminated. )
3rd byte Operation command data (20H) -
ACK response to CHECKSUM value*?
4th byte i Normal 20H
Error x1H
Communications-error x8H
Sth byte - SUM (upper)
6th byte - SUM (lower)
7th byte - CHECKSUM value for 5th-and 6th bytes
8th byte (Wait for the next operation command data) -
#1  For the desired baud rate setting, see Table 14-6.

#2

After sending an error response, the device waits for operation command data (3rd byte).

Flash memory SUM = MANY
opportunities to glitch result
(entire SUM operation)



Fault Injection Setup / Demo

In [52]: M

out[s52]:

reset target()
response, responsehex = tx rx(b"\x86", 1, 1)
if responsehex[@] != ox86:

raise IOError("Sync Error")
response, responsehex = tx_rx(b"\x28", 4)
responsehex

[32, 250, 165, 97]

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn.

broken = False
for glitch setting in gc.glitch values():

reset_target()
scope.glitch.offset = glitch_setting[1]
scope.glitch.width = glitch_setting[e]

reset_target()
target.ser.flush()
response, responsehex = tx_rx(b"\x86", 1, 1)
if responsehex[@] = ex86:
raise IOError("Sync Error")

scope.arm()

#Do glitch Loop
target.ser.write(b"\x20")

ret = scope.capture()

loff = scope.glitch.offset
lwid = scope.glitch.width
if ret:

print('Timeout - no trigger')
gc.add("reset")

#Device is slow to boot?
reset_target()

else:

response = target.ser.read(4)

response = [ord(i) for i in response]

if len(response) == @:
gc.add("reset")

else:

if response != [32, 258, 165, 97]:
broken = True
gc.add("success™)
print(response)
print(loff)
print(lwid)
print("#&", end="")
else:
gc.add("normal™)

print("Done glitching")

28



Fault Injection Results (SUM Corruption)

TMP91 Clock Glitch Settings

1300 e
e,

- gt
S 1200 - i__‘::j: ¥
= I et
V1 1100 H
<
)]
=)
T 1000 -
=
e
§ 900 A
5 L, *
- ¥t +
= + 4
O JESsacacs +

700 - T i*i

+
+
600 1 I I I I I I I
50 100 150 200 250 300 350

Glitch Width (CW-Husky Setting)

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn.



Easy-Mode Level 3: Fault Injection Attack

SLUPE.BLILLILWLIULI = ZU00 #1080 #1000

for glitch_settings in gc.glitch_values():
scope.glitch.ext_offset = glitch_settings[@]
for 1 in range(sample_size):
reset_target()

target.ser.flush()
response, responsehex = tx_rx(b"\x86", 1, 1)
if responsehex[8] != ox86

raise IOError("sync Error")

scope. arm() In [59]: M known pw = [BxDE, @xAD, OxBE, OXEF, OxCA, OXFE, ©xFA, OxCE, ©x11, 0x22, 0x33, ox44]
#Do glitch Loop bl = tl.LowLevelBootloader(target.ser, reset target, password=known pw, reset _and connect=False)
target.ser.write(b”\x10") bl.cmd ram transfer(rc.B F16 RAM1900 ROM16@6@ TLCS9@OL1["data"], rc.B F16 RAM100@ ROM1@@0@ TLCS9@OL1["start address"], skipcm

rl = tl.RamCodeProtocol(target.ser)
ret = scope.capture()

if ret:
print('Timeout - no trigger') In [68]: M

#Print the password (should match the known one)
gc.add("reset")

time.sleep(@.1)

TEariee G Glan @ b data = rl.cmd_read(@x@2FEF4, 12)
reset_target() ":'.join(hex(ord(char)) for char in data)
Sy out[68]: 'exde:@xad:exbe:exef:@xca:oxfe:oxfa:oxce:ox11:0x22:0x33:0x44"
response = target.ser.read(1)
response = [ord(1) for 1 in response] In [12]: M #Read the full flash itself
if len(response) == @: #TMP91FW27UG in Single Boot Mode - flash is from ox1eeee to ex30000 (starts @ ex1eeee, length = ax20009)
ge.add("reset") flash = rl.cmd_read(@x10000, 0x20000)
else:
if response[@] l= @x16: In [13]: M len(flash)
#broken = True R
gc.add("success™) Out[13]: 131072
print(response)
g:ﬁg:igég?gﬁ:sef}(z)omet) In [ ]: M known_pw = [@xDE, OxAD, ©xBE, OXEF, @xCA, OXFE, OxFA, BxCE, @xll, @x22, ©x33, @x44]
print(" %", end="")
bl = tl.LowLevelBootloader(target.ser, reset_target, password=known_pw, reset_and_connect=False)
if response[6] == ox10: bl.cmd_ram_transfer(rc.B_F16_RAM1000_ ROM1800@_TLCS900L1["data"], rc.B_F16_RAM1@0@ ROM1@00e_TLCS998L1["start_address"], skipcm
broken=True rl = tl.RamCodeProtocol(target.ser)
break
»
#break
else:
gc.add("normal™)
if broken:
break
[16]
ox10

8015

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn. 30



Skills & Resources

* Python class for communicating & programming TMP91 (including
2"d stage bootloader communications).

* Timing on power analysis.
* Rough timing / details on fault injection.



Select difficulty:

—m—M—Mm™mmmmm—mm— ™ m™m

Lasy

S ——————

Medium

—_—

Hard
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In [18]:

Medium-Mode Level 1: Power Analysis

M “matplotlib notebook
import matplotlib.pylab as plt
import numpy as np
from tqdm.notebook import trange, tqdm

tracel = None

go = True

aiffs =[] Sending known part of

Whiliefg‘;_‘tar"ge;](-) " password, then dO the attaCk
target.ser.flus

response, responsehex = tx rx(b"\x8s", 1, 1)
if responsehex[@] = ©x86:
raise IOError("Sync Error™)

on next unknown byte

response, responsehex = tx rx(b"\x6e", 1, 1)

if responsehex[@] = ex6e:
raise IOError(“Unexpec = oxxx"%responsehex[@8])
write_pw(“sam")

scope.arm()
target.ser.write(str(chr(i)))
scope.capture()

e i S..a..Mm..s..u..n..g..o..v..e..n..0

if tracel is None:
tracel = trace[:]
start = np.where(tracel < -0.3)[@][e] - 200
end = start+40e
print("Using template at %d-%d"%(start,end))

try:

trace = resync_sad(trace, tracel, (start,end))[start-4e@:end-400]
except valueError:

continue

diff = np.sum(abs(trace - tracel[start:end]))
diffs.append(dift)
print("%x % %(i, diff))

i += 1
if i > exe2:
break

2023. Presented by Colin O'Flynn.

plt.plot(trace)
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Medium-Mode Level 2: Fault Injection

ox87
11710
% [133]
2x85
11715
i [17]
ox11
11750
i [16]
2x10
11755

In [59]: M #known pw = [0xDE, 8xAD, 6xBE, @xEF, @xCA, OxFE, OxFA, OxCE, Ox11, 6x22, 6x33, 0x44]
known_pw = [ord(c) for ¢ in "samsungoven@"]
bl = tl.LowLevelBootloader(target.ser, reset target, password=known pw, reset and connect=False)

bl.cmd _ram_transfer(rc.B_F16 RAM1008 ROM1@0@@ TLCS90@L1["data"], rc.B_Fl6é_RAM1006 ROM1688@ TLCS9@0L1["start address™], skipcm
rl = tl.RamCodeProtocol(target.ser)

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn.



In [11]: M resp = rcp.cmd_read(@x10000, 0x100)

In [12]: M resp

VYYYYYIYYIYYYYY VY YY YV YV IYYY VY YYYYYY
VYYYIVYYIVYYYYY VIV VY IVIIViy vy ivy

Outlaz]: yyyyyyyyyvyyyvyvyy
IYSIYIIIIISIIIYY
YYYYYYyVyY

In [7]: M bl = 1l
#bl.cmd
#bl.cmd
bl.cmd

Read: n
Write:

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn. 36



$$ = Samsung Parts Department

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn.
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Did they have problems with returns?

aeded on the

ards!!

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn. 38
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EMFI POC

* R-Pi Pico implements serial
protocol.

* PicoEMP triggers an
electromagnetic fault
injection (EMFI).

* Tested on checksum
request from bootloader 2
successfully corrupted
checksums.

* Code available in repo
(linked later).
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everse Engineering Tools

hex mys Products > Salutions Partners Shap. Support »

IDA Pro Philosophy Disassembler Debugger Learn & Support

IDA Pro

A powerful disassembler and a
versatile debugger

IDA Pro as a disassembl

pable of creating maps of their excution t
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9926 0xfe9681  dB 12 - EXTZW WA — B
9927 0xfe9683 f202 11 00 31 LDAL XBC,0x1102
9928 0xfe9688 c307edeld21 LDB A, (XBC+WA)
9929 0xfe968d f108 02 41 LDB (0x208),A Kick off TX routine?
9930 0xfe9691 c21e 110061 INCB  0x1,(0x111E)
9931|0xfe9696  Oe RET | _l
9932 0xfe9697 f109 02 ch BITB 0x3,(0x209) Serial RX Start ;3§ITB 0x3,(0x209)
9933 0xfe969b 66 0Ob IR Z,0x0OFE96AZ JR  ZHERE
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9937 Oxfe96a7 Oe RET HERE BITBE 0x2,(0x209)
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9939 0xfe96ac 66 Ob IR Z,0x0OFE96B9 NOP
9940 Oxfe96ae 00 NOP LDB A,(0x208)
9941 0xfe96af cl10802 21 LDB A, (0x208) LDB (0x1120),0x0
9942 0xfe96b3  f200 11 0041 LDB (0x1100),A HERE2 BITB 0x4,(0x209)
9943 0xfe96b8 Oe RET JR  ZHERE3
9944 oxfe9eb9  f109 02 ce BITB 0x4,(0x209) NOP
9945 0xfe96bd 66 Ob JR  Z,0xOFE96CA LDB A, (0x208)
9946 0xfe96bf 00 NOP LDB (0x1120),0x0
9947 Oxfe96c0  c10802 21 LDB  A,(0x208) HERE3  LDB A,(0x1120)
9948 Oxfe96c4 200110041 LDB (0x1100),A LDB CA
9949 0xfe96c9  Oe RET EXTZW BC
9950 0xfe96ca c220110021 LDB A,(0x1120) What is 112077 LDAL XDE,0x1110
9951 Oxfe96cf  c98b LDB CA LDB  A,(0x208)
9952 Oxfe96dl  d9 12 EXTZW BC BC has (0x1120) data LDB (XDE+BC)A
9953 oxfeoed3  f2 10110032 LDAL XDE,0x1110 CPB  (0x1120),0x0C
9954 0xfe96d8 c10802 21 LDB A,(0x208) RX Byte RET ULE
9955 0xfe96dc f307e8e4 41 LDB (XDE+BC),A Load byte here? LDB (0x1120),0x0
9956 Oxfe96el  ¢2 201100 3f00 CPB (0x1120),0x0 CALR OxOFES56F
9957 0xfe96e7  6e 10 JR  NZ,0xOFE96F9 Fail | guess? 0x1110 RET
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Serial Monitor Built-In!?

* Not documented anywhere | could find (service docs).

* Could be useful for repair technicians!

* Seems to only show status of various flags however, doesn’t seem to take
any input.

* We could patch it to make a simple memory-dump monitor.
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OK, Just

In [11]: M resp = rcp.cmd_read

In [12]: M resp

VYTYYy VYTV IS YYYIYYYYY
YYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY

outlazls YYTYSVVYyIYIyyiY
YYYYYYYYYYYIYYYYYY
JIIVIIITY

In [7]: M bl =t
#bl.cmd
#bl.cmg
bl.cmd

Read:
Write:
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Sidenote on Glitch Reliability

* Hitting too early seems more likely to trigger erase.
* my code tends to sweep early->late.

e Can increase reliability on specific targets (oven control board), |
didn’t do that as thought it was just bad luck the 15t time...






Have there been Firmware Fixes?

MY OVEN (REVISION D FIRMWARE)
S python print_status.py
b'TMP91FW60 '

PW Comparison Address: Ox2fef4
RAM Start Address: 0x1000

RAM End Address: Ox2dff

Read: protected

rotected
=22 Checksums Differ!

NEW BOARD (REVISION D)
S python print_status.py
b'TMP91FW60 '

PW Comparison Address: Ox2fef4
RAM Start Address: 0x10




..Add the Serial Monitor
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XHL
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Examples of Global Variables

0x1248 = Top Temp in F
Ox120a = Heater “ON” Flag

1.0 1

0.8

0.6 1

0.4

0.2

0.0 1 J

T T T
4] 200 400
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Temp (F)

Set 375F, Cold Start, Load (Shepherds Pie)

Open oven to put shepherds pie in.

400

350 1

300

250 A

150 7

100 ~

30

1 I 1 I
0 500 1000 1500 2000
Time [sec)
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Patched Display Logic

.

(f

 CO |
Bake Roast

Bake Broil

. | £ Start/set
Ll ST ———— Iy

Pizza  Casserole ﬁhlcken

Warm Defrost

On/Oftt Level

Warming Center

uggets  Cake [ Y o Pes 3 Hold 3 sec
LS|

Steam Self
Clean Clean

'W.D

Warming  Custom Cooking Timer
Drawer Cook

Time On/Off Delay Start Clock
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New Cooking/Display Logic (old-school

thermostat)

if temp < setpoint:

heater(on)

display(temp+11)

else:
heater(off)

display(temp)

JR NC,0xOFE889D
LDW WA, IX
SUBW WA, (0x12A8)
CPW  WA,0x2

JR  ULE,0xOFES894
CPW  IX,(0x12A8)
JR  ULE,0xOFES88D
BITB  0x6,(0x11CC)
JR  Z,0xOFE888D
INCW 0x2,(0x12A8)
LDW HL,(0x12A8)
JR  OxOFESSBO
LDW HLIX

LDW  (0x12A8),HL
JR  OxOFE88BD

Tested

Tested

Tested

Tested

From fe885f, insert:

LDW HL, IX
LDW (0x12A8),HL
BIT 1, (0x120A)
JR NZ, OXOFE88BO
ADDW HL, 11

JR  OXOFE88BO

<--Patch to jump here from fe885f

P ws WX

0x00fe885f: LDW HL,IX dc 8b

0x00fe8861 - LDY (09x12A8), HL f2 a8 12 86 53
i 6, (6x120A)

ox00fe886a: jr z, Oxfe88bO 66 44

8x 00FeB886¢C: addw hl, 11 db c8 6b 88

0x00fe8870: jr Oxfe88b0 68 3e

0x00Fe8872 7T

dc 8b

f2a8 120053

f10a 12 c8

66 44

db c8 0b 00

68 3e

Code also stops it from going into
the “maintain” temperature mode,
leaves it in “preheat” mode.
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Set 375F, Cold Start, Load (Shepherds Pie)

100 +

30 1

T T T T
0 500 1000 1500 2000
Time (sec)
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Soufflé Test
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https://www.myrecipes.com/recipe/individual-chocolate-souffl-cakes
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https://www.myrecipes.com/recipe/individual-chocolate-souffl-cakes

Known Bugs

Hilary

Can you remind me, the oven, lower section, | can't get the
heat above 250. I've tried convection bake and then just bake

Oops ‘
(You) = =
Got might need to reboot the oven

With my patches: after the oven is plugged in for some length of time, seems it
stops heating correctly. Need to power cycle at circuit breakers and will work again
for a while.
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Playing with Your Own Oven

Make Display Show Add Serial Interface Patching Heating

Actual Temperature (Uses random RAM) Algorithm

Least
Dangerous

Most
Dangerous

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn. 69



Important Desigh Reminder

The range elements are knob controlled
(mechanical action needed).

The heating elements IN the oven are
100% firmware controlled.




What | learned?

* Might not be your fault having trouble with receipies & cooking
time.

* Many ovens actively lie to you to hide their issues.

 Lots of wasted electronic waste generated from this problem (at
minimum parts, at worst full ovens).

 Just reflashing boards should be a repair item (but isn’t).



Questions? Details?

https://github.com/colinoflynn/samsung-ovens-deconstructed
https://github.com/colinoflynn/Toshiba-TLCS-900-L-Resources

General overview at blog post on:
https://www.oflynn.com

colinoflynn@bluenoser.me
Hellsite: @colinoflynn
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