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TMP91FW60
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• TLCS 900/L1 CPU

• 8K RAM / 128 K flash

• Bootloader in ROM

• External xtal (no PLL)

• Obsolete…



Bootloader
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Important Take-Aways (for next part)

1. Bootloader has no read-back command, only RAM program. Need 
to build/find 2nd stage bootloader.

2. Bootloader has TWO security protections that can be enabled:

1. “Protection Flag” → Disables second-stage capability (leaves “erase” 
enabled). Disables RAM functionality, so no chance to read-back flash.

2. 12-byte Password that can be set in Flash. Password locks RAM 
functionality but does not disable it.

3. Bootloader has a function that only needs password (even if 
protection is set).
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Programmer / Disassembler / Simulator?
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Windows XP?

https://github.com/

colinoflynn/Toshiba-

TLCS-900-L-

Resources

Mirrored 

Here
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Can you Read Back Bootloader?
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Segger “ToshLoad” can read-

back bootloader (ROM) 

section!

Watch for how ROM remaps 

when in bootloader (single 

boot) mode.

(I made a Python version of this 

program so you don’t need 

Windows XP)



FUNCTION START: Receive & Verify Password

00fff2a2 CALR    0x0FFF5EF <-- RX

...

00fff2ce JR      NZ,0x0FFF2D5

00fff2d0 DJNZB   C,0x0FFF2C9

00fff2d3 JR      0x0FFF2D7

00fff2d5 LDB     L,0x1 <-- L is flag, if set to 1 comparison failed

00fff2d7 LDW     BC,0x0C <-- 12 bytes to compare

00fff2da LDL     XIX,(0x0FFF00C) <-- Points to 0004FEF4 (PW)

00fff2df LDB     RH1,0x0

00fff2e2 LDB     W,(XIX+) <--Load byte into W, inc XIX ptr (loop)

00fff2e5 CALR    0x0FFF635 <--- RX assumed

00fff2e8 CPB     W,A <--Compare W & A

00fff2ea JR      Z,0x0FFF2EE <-- Compare OK, skip fail set

00fff2ec LDB     L,0x1 <--Set 'fail' flag

00fff2ee DJNZW   BC,0x0FFF2E2 <--Jump to next byte (12 times)

00fff2f1 CALR    0x0FFF67B <-- checksum

00fff2f4 RET
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FUNCTION START: RAM WRITE FUNCTION

00fff2f5 CALR    0x0FFF75F  <-- Load protection status

00fff2f8 CPB     A,0x0FF <-- Compare protection status

00fff2fb JR      NZ,0x0FFF290 <-- Send error if protection enabled

00fff2fd CALR    0x0FFF2A2 <-- PW Check

00fff300 CPB     RE1,0x0

00fff303 JR      NZ,0x0FFF28A

00fff305 CPB     RL1,0x0

00fff308 JR      NZ,0x0FFF29C <-- Error

00fff30a CPB     L,0x0

00fff30c JR      NZ,0x0FFF29C <-- Error

00fff30e CALR    0x0FFF5EF <- TX

00fff311 LDB     RH1,0x0

00fff314 CALR    0x0FFF635 <-- 

00fff317 LDB     QIXH,A
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Important Take-Aways (for next stage)

1. Password check has slight code-flow dependency.

2. Fuse byte check has obvious fault injection location.
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ChipWhisperer-Husky Intro
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Power Analysis?
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Easy-Mode Level 1: Password Power Analysis
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Fault Injection?
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Fetch Decode Execute

C9 CF FF CPB A,0xFF6E 93 JR NZ,0xFFF2901E A2 FF CALR 0xFFF2A2



Fault Injection?
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Clock Fault Injection
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Easy-Mode Level 2: Fault Injection Tuning
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Flash memory SUM = MANY 

opportunities to glitch result 

(entire SUM operation)



Fault Injection Setup / Demo
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Fault Injection Results (SUM Corruption)

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn. 29



Easy-Mode Level 3: Fault Injection Attack
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Skills & Resources

• Python class for communicating & programming TMP91 (including 
2nd stage bootloader communications).

• Timing on power analysis.

• Rough timing / details on fault injection.
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Medium-Mode Level 1: Power Analysis
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Sending known part of 

password, then do the attack 

on next unknown byte

s..a..m..s..u..n..g..o..v..e..n..0



Medium-Mode Level 2: Fault Injection
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$$ → Samsung Parts Department
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Did they have problems with returns?
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Only the password is needed on the 

replacement boards!!
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EMFI POC
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• R-Pi Pico implements serial 

protocol.

• PicoEMP triggers an 

electromagnetic fault 

injection (EMFI).

• Tested on checksum 

request from bootloader → 

successfully corrupted 

checksums.

• Code available in repo 

(linked later).



Reverse Engineering Tools
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Serial Monitor Built-In!?

• Not documented anywhere I could find (service docs).

• Could be useful for repair technicians!

• Seems to only show status of various flags however, doesn’t seem to take 
any input.

• We could patch it to make a simple memory-dump monitor.
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DE92-02439D vs. DE92-02439F



OK, Just Read-Out the Oven PCB
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$$$ → Samsung Parts Department
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Sidenote on Glitch Reliability

• Hitting too early seems more likely to trigger erase.

• my code tends to sweep early->late.

• Can increase reliability on specific targets (oven control board), I 
didn’t do that as thought it was just bad luck the 1st time…
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Have there been Firmware Fixes?

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn. 49

MY OVEN (REVISION D FIRMWARE)
$ python print_status.py
b'TMP91FW60   '
PW Comparison Address: 0x2fef4
RAM Start Address: 0x1000
RAM End Address: 0x2dff
Read: protected
Write: protected
29171

NEW BOARD (REVISION D)
$ python print_status.py
b'TMP91FW60   '
PW Comparison Address: 0x2fef4
RAM Start Address: 0x1000
RAM End Address: 0x2dff
Read: not protected
Write: not protected
29238

Checksums Differ!



..Add the Serial Monitor
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Slight risk of 

overwriting something 

else important….



Examples of Global Variables

0x1248 = Top Temp in F

0x120a = Heater “ON” Flag
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Set 375F, Cold Start, Load (Shepherds Pie)
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Open oven to put shepherds pie in.



Patched Display Logic
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New Cooking/Display Logic (old-school 
thermostat)

if temp < setpoint:

 heater(on)

 display(temp+11)

else:

 heater(off)

 display(temp)
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Code also stops it from going into 

the “maintain” temperature mode, 

leaves it in “preheat” mode.



Set 375F, Cold Start, Load (Shepherds Pie)
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Soufflé Test
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https://www.myrecipes.com/recipe/individual-chocolate-souffl-cakes

https://www.myrecipes.com/recipe/individual-chocolate-souffl-cakes


Known Bugs
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With my patches: after the oven is plugged in for some length of time, seems it 

stops heating correctly. Need to power cycle at circuit breakers and will work again 

for a while.



Playing with Your Own Oven
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Make Display Show 

Actual Temperature

Add Serial Interface 

(Uses random RAM)

Patching Heating 

Algorithm

Least 

Dangerous
Most 

Dangerous



Important Design Reminder

The range elements are knob controlled 
(mechanical action needed).

The heating elements IN the oven are 
100% firmware controlled.
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What I learned?

• Might not be your fault having trouble with receipies & cooking 
time.

• Many ovens actively lie to you to hide their issues.

• Lots of wasted electronic waste generated from this problem (at 
minimum parts, at worst full ovens).

• Just reflashing boards should be a repair item (but isn’t).
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Questions? Details?

https://github.com/colinoflynn/samsung-ovens-deconstructed

https://github.com/colinoflynn/Toshiba-TLCS-900-L-Resources

General overview at blog post on:

https://www.oflynn.com

colinoflynn@bluenoser.me

Hellsite: @colinoflynn

RECON Montreal - June 9, 2023. Presented by Colin O'Flynn. 72
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